IP Subnet Masking

The netw 0 rk address is 0 btained by ANDing the address o f any hoston the netw o rk w ith the subnet
n ask:

Exan hde:W hatisthe netw o rk address for host172 0 0 125 given the subnetn ask 25525525507

Host Address: 172.0.0.125 AC. 00. 00. 7D
Subnet mask: 255. 255. 255. 0 FF. FF. FF. 00
( AND) &

= Networ k Address AC. 00.00.00 = 172.0.0.0

The broadcast address is 0 btained by ORing the netw o0 rk address w ith thelscon den entofthe
subnetn ask:

Exan hde:W hatisthe broadcastaddress for172 0 0 0/247?

First, note that“/24" isa shorthand w ay o0 fgiving the subnetn ask,w hich isalw aysagroupof!s.
This notatio n says thatthe subnetn askhas241sand 8 zros,w hich looks like this:

1111 1111 1111 1121 1111 1111 0000 0000

F F F F F F_ 0 O
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235 . 2Y55 . 2%5 . 3

The broadcast address is o btained:

1s conp subnet nmask: 0000 0000 0000 0000 0000 0000 1111 1111 (00.00.00. FF)
Net wor k addr ess: 1010 1100 0000 0000 0000 0000 0000 0000 (AC.00.00.00)
(R +

1010 1100 0000 0000 0000 0000 1111 1111 (AC. 00.00.FF)
= 172.0.0. 255

The nun berofhostson any netw ork is the nun berofavailable netw o rk addressesn inus? .This is
because all netw orksuse tw 0 addresses fron those available -the netw 0 rk address @ll zroes) and
the broadcast address @ll ones).

Exan Pde:Divide the network above 72 0 0 0/24)intb w o individual and equal-sizd parcels.For
each new netw o rk, state the subnetn ask, netw o rk address, broadcast address, and nun berof
ho sts.

First, the subnetn askw ill ben odified to /25:

Mask = 1111 1111 1111 1111 1111 1111 1000 0000 ( 255.255.255.128 )

Notehow the netw o rk p rtion o fthe address has increased in siz by ! bit,and thehost p rtion
0 fthe address hasbecon eone bits aller.The underlined “1” in then askisthenew onew eve
added o spitthe netw o rk. This bitw ill be to ggled in the final addressing schen e tv detenm ine
the new netw o rk addresses.



To get the new netw o rk addresses, sin dy o ggle the added subnet bit@)through all p ssible

states.

Network 1 Address 1010 1100 0000 0000 0000 0000 0000 0000
AC. 00.00.00 = 172.0.0.0

The underlined bitistheone w e added to the subnetn ask.

1s conp subnet mask: 0000 0000 0000 0000 0000 0000 0111 1111 (00.00.00.80)
Net wor k addr ess: 1010 1100 0000 0000 0OOO 0000 0000 0000 (AC. 00.00.00)
(R +

1010 1100 0000 0000 0000 0000 0111 1111 (AC. 00.00.7F)

Net wor k 1 Broadcast address = 172.0.0. 127

Network! hasaddresses172 000 0 17200 127,andhostaddresses172001 017200126
(26 hosts).

To find the ren aining netw o rks, to ggle the added subnetn ask bit@)through all p ssible states.
Since w e only added one bit, there are tw 0 states @etw o rks).

Net work 2 Address 1010 1100 0000 0000 0000 0OOOO 1000 0000

AC. 00. 00.80 = 172.0.0. 128

The underlined bitistheone w e added to the subnetn ask.

1s conp subnet mask: 0000 0000 0000 0000 0000 0000 0111 1111 (00.00.00.80)
Net wor k addr ess: 1010 1100 0000 0000 0000 0000 1000 0000 (AC. 00. 00.80)
(R +

1010 1100 0000 0000 0000 0000 1111 1111 (AC. 00.00.FF)

Net wor k 2 Broadcast address = 172.0.0. 255

Netw ork2 hasaddresses172 00128t 17200 255, and hostaddresses172 00129 b
17200 254 €26 hosts).



