EET-475 Homeworks

Sr. Professor Wheeler

Instructions: Your homework must be turned in within a flat 3-tab paper folder (no three-ring binders will be accepted). Answers must be computer generated -- no handwriting allowed. Use complete sentences when answering all questions. 

Homework 1

1. List the seven layers of the OSI model and give the primary function of each layer.

2. Explain the order of troubleshooting used for network systems. What layer is always checked first?

3. Explain how to troubleshoot the physical, data link, and network layers. (Where applicable, give an example of command line utilities that aid the process).

4. Draw a diagram showing the structure of a transmitted ethernet data frame, showing the relationship of the payload and the headers for layers 2, 3, and 4.

Homework 2

1. List and explain at least four of the primary factors that must be accounted for when designing a new network installation.

2. Explain the purpose of each of the following pieces of network hardware:

a) Hub



b) Switch
c) Router



d) Bridge
e) Repeater



f) NIC
g) Firewall



h) CSU

3. What the two parts of a complete address in a network? Give an example using IP or IPX.

4. Explain the structure of an IPX address. Compare this with IPv4.

5. What is the primary problem facing IPv4? What is the solution?

6. Explain how the class system of IPv4 works. How would a host determine the class of host by examining the IP address?

Homework 3

1. Draw a diagram showing the block structure of the HDLC protocol.

2. Explain how the HDLC transport mechanism ensures delivery of packets in an error-free manner. How does it use windowing? Give an example.

3. In ethernet, what is the payload content of an HDLC frame? Draw a simple diagram to illustrate this idea.

Homework 4

1. Use the Internet to find a definition of Dijkstra’s algorithm for computing the shortest path between hosts. Summarize what you find and tell where you found it. Your description should be about one page (500 words) in length.

2. Explain the difference between a “routed protocol” and a “routing protocol.” Give an example of each.

3. Explain the operation of a distance vector routing protocol. What is the primary limitation of this type of routing protocol?

4. Explain the operation of a link state routing protocol. How does it eliminate the “count to infinity” problem?

5. What protocol is used for routing within an autonomous system? List the types (roles) that may be assumed by routers within the AS.

6. What protocol is used between autonomous systems? How does it differ from OSPF?

Homework 5

1. Explain the purpose of the following protocols:

a) ARP



b) DHCP
c) ICMP



d) BOOTP

2. Give an example of an ARP session. Use a network activity diagram.

3. How should routers be configured to minimize the threat of ICMP spoofing?

4. Define the term “socket” as used in networking.

5. UDP and TCP follow a client-server model. Explain what this means.

6. What are the purpose of source and destination ports? What is signified by each?

7. What are the characteristics of UDP? List the socket primitives used to support it.

Homework 6

1. What is the difference between TCP and UDP?

2. List and explain at least four different parts of the TCP header. The FLAGS field must be expanded in your explanation.

3. Give an example of the establishment of a TCP connection between two hosts. Use a network diagram.

4. How can a cracker utilize an attack method (such as SYN flooding) against a TCP host? Why is such an attack damaging? How can this be prevented?

Homework 7

1. Explain the purpose of the DNS system. How does it work? Give an example.

2. What DNS protocol is used for reverse lookup?

3. List at least four types of primary records that would be found on a DNS server.

4. Use the Internet to learn how to build a web presence for the organization “devrystudent.org.” In particular, explain:

a) How are domain names registered?
b) What information must be provided to the registrar?


